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MWHUCTEPCTBO OEPA30BAHUSA U HAYKU POCCUACKOWN ®EQEPALINK

DENAPTAMEHT rOCYOAPCTBEHHOM NONMUTUKU B COEPE
OBLLEr0 O6PA30BAHUA

nMUCbMO
oT 14 mas 2018 r. N 08-1184

O HANPABJIEHMX NHO®OPMALIUN

[enapTameHT rocygapCTBEHHOM mMonuTukn B cdepe obwero obpasoBaHus MuHobOpHayku Poccum
HanpaBnseT And cBefeHus paspaboTaHHble BpemeHHow komuccuen Coseta depepaumm Mo pasBUTULD
MHGOPMaLMOHHOrO 0bLecTBa MeToAMYECKME pPEeKOMeHAauuM O pasMeLleHMM Ha MH(OPMAaUMOHHBIX CTeHaaXx,
oduumanbHbIX UHTEPHET-CalTax U Apyrmx MHOPMaLMOHHBIX pecypcax obleobpa3oBaTenibHbIX OpraHu3auui u
OpraHoB, OCYLLECTBNAWMNX ynpasneHne B cdepe obpasoBaHus, MHpopmauum o 6e3onacHoOM MNOBEAEHUN Wt
ncnons3osaHun cetn "NHTEepHeT".

Oupektop OenaptameHTta
A.E.METPOB

MNpunoxeHwne

METOOWYECKME PEKOMEHOALUN
O PASMELLEHUUN HA NUH®OPMALUUOHHBbIX CTEHOAX, O®ULINATIbHbIX
MHTEPHET-CAUTAX U OPYITUX UHO®OPMALIMOHHBLIX PECYPCAX
OBLLUEOBPA30BATEIbHbIX OPFAHU3ALIMA U OPFAHOB, OCYLLECTBNAIOLWMX
YNPABJNEHUE B CO®EPE OBPA30BAHUA, UHOPOPMALIUU O BE3OINMACHOM
NOBEAEHWUN U UCMNONTIb3OBAHUU CETU "MHTEPHET"

Okcneptamun u uneHamun BpemenHonm komuccum CoseTa Pegepauum no pasBuUTUIO MHAOPMAaLMOHHOMO
obLecTBa B pamkax BbIMOJTHEHNSA peKOMEHAAUMIA NapaMeHTCKMX CryLwaHni "AkTyarnbHble BONpochkl obecneveHms
6e3onacHoOCTV 1 pa3BUTUA AeTen B MHPOPMaLMOHHOM NPOCTpaHCTBE", koTopklie npolwnn B CoseTe ®enepaummn 17
anpens 2017 r., 6binn paspaboTaHbl METOAMYECKUE peKoMeHAauMu O pasMelleHMM Ha MWH(OPMaUMOHHbIX
cTeHAdax, oduumanbHbIX WHTEPHET-canTax W Apyrnx WHAOPMaUMOHHBIX pecypcax obLieobpasoBaTernbHbIX
opraHusaumin n OopraHoB, OCYLLECTBRAKLWNX ynpaBneHue B cepe obpasoBaHud, UHgopmaumm o 6eszonacHom
noBefeHUn U ucnonb3oBaHun cetn "HTepHeT" (ganee - MeToanyeckue pekoMeHaaumm).

MeToamyeckne pekomeHAauUMM HanpaefieHbl Ha KayeCTBEHHOE MOBbIEHWE YPOBHA WHOPMAaLMOHHON
aeatenbHocTM obLieobpasoBaTenbHbIX OpraHu3auuii M OpraHoB, OCYLLECTBASIOWUX ynpasneHue B cdepe
obpasoBaHMs, B 4acTM WHAPOPMMPOBAHWSA Yy4alLMXCs, WX PpOAUTENEen (3aKOHHbIX npeacTaBuTenen) wu
negarornyeckmx paboTHUKOB 06 OCHOBHbLIX acnekTax MHgopMaumoHHon 6e3onacHocTu.

MeToanyeckme  pekomMeHOauunm no3BOnsT  oOweobpas3oBaTenbHbIM — OpraHu3auusM U opraHam,
OCYLLECTBMAIOLWMM yNpaBreHne B cepe 0Opa3oBaHWsi, akTyannsampoBaTb YXKe MCMOoSb3yemMble U pa3MeLLeHHble
NHGOPMAaLIMOHHbIE MaTepuarbl, Tak U MOATOTOBUTb UX B Crly4ae WX OTCYTCTBUSI C YYETOM JyylUMX MPaKkTuK M
pekomMeHaauunin.

B pamkax MeTogMyecknx pekoMeHgauni pacCmMaTpuBaoTCs Cnegyowmne MHCTPYMEHTDI:

1. NHPOPMALIMOHHbIE CTEHAbI;

2. othmumanbHble NHTEPHET-PECYPChI;

3. cpeacTBa MaccoBoW MHGOPMaLMK (LLKOMbHbIE Fa3eThl, Negarornyeckme u3naHus n apyrue).

UHdopmaLMoHHbIe cTeHAbI
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Ha wuHgopMauunoHHbIX cTeHgax B o00uieobpasoBaTenbHbIX OpraHu3auusix, PacrnonoXeHHbIX B done
yypexaeHun n B kabuHeTax, OCHaLLEHHbIX MepPCOHANbHbIMW YCTPOWCTBaAMWU AONS BbiXxoda B ceTb "VIHTEpHeT",
peKkoMeHOyeTCsi pa3MecTUTb WH(OPMAUMOHHbIE MaMsTKM, cogep)kallue OCHOBHble COBETblI MO obecneyeHuio
NMHpopMaLMOHHONM 6Ee30MaCHOCTU yYaLLMXCA.

B npunoxexHun N 1 kK MmeTognyeckum pekoMeHgaumsaMm npeactaBneH obpasel, namaTkyi Ans pasMeLleHus Ha
NMHPOPMALIMOHHBIX CTEHOAX.

CpeacTtBa maccoBoW UHcgopmMaumm

B cpeactBax maccoBon MHOpMaLUK, OPUEHTUPOBAHHLIX Ha OBy4YaloLMXCS, PEKOMEHOyeTCs B TeuveHue
y4yebHOro roga perynspHo nybnukosatb MH(OPMaLUOHHbIE MaTepuarbl, NOCBSALEHHbIE OTAeNbHbIM acrnekTam
nHdopMaLMOoHHON 6e30NacHOCTM, a Takke pas3nuyHble NaMATKM obLLero xapakrepa.

B cpeactBax maccoBow MHGOpMauuW, OPUEHTUPOBaHHLIX Ha MNeAarormyeckyto  OOLLEeCTBEHHOCTb,
peKkoMeHAyeTCs B TeuyeHue KaneHgapHoro roga perynspHo nybnukosaTb MWHMOPMaUMOHHbIE MaTepuansl,
MOCBSILLIEHHbIE OTAENbHbIM acnektam WHAGOPMaLUMOHHON 6e30NacHOCTV Kak HEeCOBEPLUEHHONETHUX, Tak U
obleobpasoBaTenbHbIX OpraHMsauuin, a Takke pasnuMyHble namsaTkn, 0630pbl  HOPMaTUBHO-MPaABOBOrO
perynMpoBaHus gaHHou cdepbl U MHAPOPMALIMIO O akTyarnbHbIX MEPOMNPUATUSX U COBLITUAX B JaHHON cdepe.

B xome npoBegeHusi EguHoro ypoka no 6esonacHoctu B cetu "MIHTEpHeT" pekomeHayeTcs obecneyntb
BbIMYCK TEMATMYEeCKOro BbiNMycka cpeacTBa MaccoBOW MHAOpMauun nubo cepum nybnvkauuii, cpegm KOTopbiX
pPacCMOTPETb OpPraHM30BaHHbIE MEPONPUATUS ANA oby4yalomxcs, ux pogutenen (3akOHHbIX NpeacTaBuTenen) u
negarorMyeckor ooLLeCTBEHHOCTH.

OdmumanbHble UHTepHeT-pecypcbl

O6weobpa3oBaTenbHbIM  OpraHn3auMsiM PEKOMeHAyeTCs Ha CBouX oduumanbHbix VHTepHeT-pecypcax
obecneunTb (PYHKLUMOHMPOBaHWE CaMOCTOSITENILHOIO W cheuvanuaMpoBaHHoro pasgena "MHdopMaunoHHas
Ge3onacHoOCTL", B pamMkax KOTOpPOro NpeaycMoTpeTb pa3MeLleHne crieaytowein MHpopMaumu:

N Paspen/nogpasgen | ®opmat npeacraBneHust CopeprxaHne maTepuanoB
MaTepuanos
1. |JlokanbHble Konunn nokymeHTOB B PasmeLlatoTcsa konum JOKYMEHTOB, T.€.

HOpMaTuBHbIE akTbl B | popmate *PDF CKaHWPOBaHHbIV BapyaHT AOKYMEHTa,
chepe obecneveHus COOTBETCTBYIOLWNI TpebOBaHNSAM K
MHGOPMaLNOHHOMN napamMmeTpam CKaHMPOBaHMUSI.
©es3onacHocTK Pa3meLlatoTcst LOKYMEHTDI,
oby4yarowmxcs pernamMeHTUpyoLmMe opraHm3aumio u

paboTy C NnepCoHanNbHbIMWN AaHHBIMMU,
nraHbl MePONpPUATUIA Mo obecnevyeHnto
NMHpopmMaumoHHo 6e3onacHoOCTH
obyuvatomxcs u gpyrume.

2. |HopwmatueHoe Konunn ookymeHTOB B My6nukytoTCa akTyanbHble CBEAEHUS O
perynuposaHue dopmaTte *PDF deneparnbHbIX U perMoHanbHbIX 3aKoHax,
nMcbMax OpraHoB BNacTu 1 gpyrue
HOPMaTUBHO-NPABOBbIE JOKYMEHTHI,
pernameHTupyowme obecneyeHve
NMHopMaumoHHo 6Ge3onacHoOCTH
HecoBepLUEeHHONETHMX. [lonyckaeTcs
BMECTO KOMUI pasmMeLlaTb rmnepcchbinkin Ha
COOTBETCTBYIOLLME AOKYMEHTBI HA canTax
OpraHoB rocygapCTBEHHOW BNacTu.
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3. |Meparoruyecknm TekcT Ha cTpaHuue Pasmellatotca metoguyeckume
paboTHukam cavita pekoMeHaaumMn 1 ykasblBaeTcs
Konunn nokymeHTOB B WMHpopMaLnsa 0 MeponpUATUSIX, MPOEKTax
dopmaTte *PDF W nporpaMmmax, HarnpasfeHHbIX Ha

NoBbILLEHNE UH(POPMALIMOHHON
rPaMOTHOCTM NeJarornyecknx paboTHUKOB.

4. | Obyuvatowmmcs TekcT Ha cTpaHuue PasmellaeTtca nHdopmaumoHHas namaTka
caunTa (mpunoxexue N 2) 1 ykasbliBaeTcs
NHdopMaLMa O MepPONPUATUSX, NPOeKTax
1 NporpaMmmax, HanpaBneHHbIX Ha
NoBbILLIEHNE UH(POPMALIMOHHON
rPamMoTHOCTM OByYatoLLMXCS.

5. Pooutensam (3akoHHbIM | TEKCT Ha CTpaHuue PasmellaeTca nHGopMaLMoOHHaa namaTka
npeacTaBuTensam) cavita (mpunoxenune N 3).
obyyvaromxcs

6. |[HeTckue 6e3onacHble | TeKCT Ha cTpaHuule PasmelaeTca nHgopmauus o
canTbl canTa pPEKOMEHAYEMBbIX K MUCMOMb30BaHMIO B

y4yebHOM npouecce 6e3onacHbIX canTax,
GaHHepbl 6e30nacHbIX 4ETCKUX CaNATOB.

OpraHam, ocyLLeCTBNSAOLWUM yrpaBrneHue B coepe obpa3oBaHUs, peKkOMeHAYeTCst Ha CBOMX oduumnanbHbIX
MHTepHeT-pecypcax obecneuntb (PYHKUMOHMPOBAHWE CaMOCTOSATENbHOIO W CreLManu3MpoBaHHOrO pasgena
"MndopmanmoHHas 6e30nacHOCTL", B paMKax KOTOPOro NpegycMoTpeTb pasMeLLleHme creyowen nHdpopmaumm:

Mpunoxexne N 1

MAMATKA )
ANSi OBYHAIOLLMXCS OB UHPOPMALIMOHHOW BE30MACHOCTY AETEW

HENb3A

1. Bcem nogpsig coobuiaTte CBOK 4acTHY MHopMauuio (HacTosawme umsi, damunuio, TenedoH, agpec,
HOMEPp LLKOSbI, a Takke dpoTorpadumn cBom, CBOEN CEMbM U OpY3EN);

2. OTKpbIBaTb BIIOXEHHbIE (hanribl ANEKTPOHHOM NOYTLI, KOrda He 3Haellb OTNpaBuTens;
3. MpybuTb, NpuanpaTbCs, Oka3biBaTb AaBIEHNE - BECTU cebsl HEBEXITMBO U arpeCcCuBHO;
4. He pacnopsikanca geHbramm TBOern cembm 6e3 paspeLleHns cTapLumx - Bcerga cnpaiuvBan pogutenem;

5. He BcTpevancs ¢ VHTepHeET-3HAaKOMbIMW B pearnbHOW XWU3HU - MOCOBETYMCHA CO B3pPOCMbIM, KOTOPOMY
AoBepsiellb.

OCTOPOXHO

1. He Bce nuwyT npaeay. Yntaewb o cebe Henpaeay B VIHTepHeTe - coobLm 06 3TOM CBOMM pOAUTENSM
UM oneKkyHawm;

2. MpurnawatoT nepenncbiBaTbCs, UrpaTb, 0OMEHUBATLCS - NPOBEPb, HET N NOABOXA;

3. HesakoHHoe konupoBaHue dannos B VIHTEpHeETe - BOPOBCTBO;
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4. Bcerpa paCCKa3bIBaVI B3pPOCI1bIM O npo6nemax B CE€TU - OHM BCerga nomMoryT;

5. Ncnonb3yn HacTponkn 6e30nacHOCTM M NPUBATHOCTM, YTODObI HE MOTEPATb CBOM aKKayHTbl B COLICETAX U
ApYyrvux nopranax.

MOXHO
1. YBaxawn gpyrux nonb3oBaTenen;
2. MNonbayelubca HTEpPHET-UCTOYHUKOM - [ieriall CCbIfKY Ha Hero;
3. OTKpbIBaM TONBKO T€ CChISIKK, B KOTOPbLIX YBEPEH;
4. O6waTtbcs 3a NOMOLLbIO B3POCIIbIM - POAUTENM, ONEKYHbI U adMUHUCTPaLMsSi CauToB BCerga noMmoryT;

5. MNponagn obyyeHne Ha canTe "CeTeBMYOK" M NONyYM NacnopT LMdPOBOro rpaxgaHuHal

Mpunoxexue N 2

WHO®OPMALIMOHHAA NAMATKA
Ana ObYYAKOLWKXCA AnA PASMELLEHUA
HA O®ULINATIbHbBIX UHTEPHET-PECYPCAX

C KaxgblM rogom MOSOAeXu B MHTEPHETE CTAaHOBUTbLCA Gonblle, a WKONbHUKA OOHN U3 CaMbIX aKTUBHbIX
nonb3oBartenen PyHeTa. Me>|<p,y T€éM, MNOMMUMO OIFpOMHOIo KoJm4yecTtBa BO3MOXHOCTEN, WHTEPHET HEeCeT U
I'Ip06ﬂeMbI. OTa namsTka JoJmkHa nomoyb Tebe 6e3onacHO HaXOAMUTLCS B CETU.

KomnbloTepHblie BUPYCbI

KoMmnbloTepHbI BUPYC - 3TO PasHOBMOHOCTb KOMMbIOTEPHBLIX NPOrpamMmM, OTINYUTENBHOW OCOGEHHOCTbLIO
KOTOPON SABMNSETCA CMNOCOOHOCTb K pasMHOXeHuio. B gononHeHne k 3aTomy, BMpYCbl MOryT MNoBpeauTb WU
MOJSIHOCTbIO YHUYTOXUTb BCE (paiifibl M AaHHble, MOAKOHTPOSbHbIE MONb30BaTesio, OT UMeHM KOToporo Gbina
3anylleHa 3apakeHHasi nporpaMmMa, a Takke NoBPEeAUTb UMN AaXKe YHUYTOXMTb OnepaumMoHHY0 CUCTEMY CO BCEMU
chaiinamu B LenoM. B GonbLUMHCTBE Crly4aeB pacnpoCTPaHSATCA BUPYChl Yepe3 MHTEPHET.

MeToabl 3aLMThl OT BPEAOHOCHbIX MPOrpamm:

1. |/|CI'IOJ'Ib3yl7I COBpeMEHHble onepaunoHHbleE CUCTEMbI, WUMerLlne Cepbe3HbIl7I ypOBE€Hb 3alnTbl OT
BPEOOHOCHbIX NMporpamMmm;

2. MocTosHHO yCTaHaBnuBan naytn (UMdpoBble 3annaTky, KOTOpble aBTOMaTU4YeCKM YCTaHaBMnMBAKTCS C
uenobo gopaboTkm nporpammbl) U gpyrme OGHOBNEHWUs CBOEN OnepaumMoHHOM cucTeMbl. CkadumBan UX TOMbKO C
oduumnanbHoro cavta paspabotumka OC. Ecnu cyllecTByeT pexxum aBTomaTn4eckoro 06HOBMNEHUS, BKITHOUN €r0;

3. PaboTan Ha cBoeMm KOMMNbOTEPE Noa npaBamMu nosib3oBaTtend, a He agMUHUCTpaTopa. 3OT0 He no3BoNUT
60]'IbL1JVIHCTBy BPEOOHOCHbIX NporpaMmm MHCTannmMpoBaTbCA Ha TBOEM NepCcoHasIbHOM KOMMbIOTEPE;

4. Vcnonb3y aHTUBUPYCHblE MPOrpaMMHbIE MPOAYKTbI M3BECTHbIX MPOU3BOAMUTENEN, C aBTOMAaTUYECKUM
obHoBnNeHneM 6as;

5. OrpaHnyb 13nYecKnii 4OCTYN K KOMMNbIOTEPY OISt TOCTOPOHHUX JNLL;

6. Ncnonb3yn BHeLWHWe HOCUTENN UHOPMaLMK, Takne Kak dneLuka, guck unm dann n3 nHTepHeTa, ToNbKo
N3 NPOBEPEHHbIX NCTOYHMKOB;
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7. He oTkpbiBan KOMMblOTEpPHble painbl, NOMyYeHHble U3 HEHaOEXHbIX WUCTOYHWMKOB. [axe Te dainel,
KOTOpble npucran TBOW 3HaKoMbIl. Jly4lle yTO4YHM Y HEro, OTNPaBAsn Nn oH Tebe ux.

Cetn WI-FI

Wi-Fi - aTO He BuA nepefayvn OaHHbIX, HE TEXHOMOorusl, a Bcero nuuwb OpeHa, Mapka. Ewe B 1991 roay
Huagepnanackass KomnaHus 3apeructpupoBana 6peHg "WECA", yto o6o3Havano croBoco4veTaHue "Wireless
Fidelity", koTopbIi nepeBoanTcs Kak "6ecnpoBogHasi TOYHOCTb".

[o Hawero BpemeHu foluna gpyras abbpeBmaTtypa, koTopasi SIBNSIETCA TakoW e TexHomnornen. ITo
abbpesunaTtypa "Wi-Fi". Takoe Ha3BaHMe ObINO JaHO C HAMEKOM Ha CTaHOAPT BbICLLEN 3BYKOBOM TeXHMKKU Hi-Fi, 4Tto
B NepeBoe 03HayaeT "BbICOKas TOYHOCTL".

[a, GecnnaTHbIn MHTEPHEeT-A0CTYyNn B Kacbe, oTeNAX M asponopTtax ABIAETCA OT/INYHOMN BO3MOXHOCTbIO
BblXO04a B UHTEPHET. Ho mHorue 9KCMNepPTbl CHMNTAIKOT, YTO O6Ll.l,e,El,OCTyFIHbIe Wi-Fi ceTn He aensitoTca 6e3onacHbIMU.

CoBeTbl No 6e3onacHocTM paboTbl B 06wenoctynHbix cetax Wi-fi:

1. He nepepaBai cBOlO nu4YHylo WHopmauuio 4epe3 obuwepoctynHele Wi-Fi cetn. PaGotasa B HMX,
)KenaTtenbHO He BBOAMTb Naponuv AOCTyNa, JIOMMHbI U KaKMe-TO HOMepa;

2. Vcnonb3yi 1 06HOBNAW aHTUBUPYCHbIE NporpamMmbl U 6paHamayep. TeM cambiM Tbl 06e3onacullb cebs ot
3aKayku BMpYyCa Ha TBOe YCTPONCTBO;

3. Mpu ucnonbzosaHum Wi-Fi oTkntoum doyHkumio "O6Lwmn goctyn k cparnam u npuHtepam”. JaHHas dyHKuus
3aKpbiTa MO YMOMYaHWIO, OJHAKO HEKOTOpble MONb30BaTENW aKTMBUPYKT ee Ans yaobcTBa MCMNONb30BaHUSA B
paboTe nnu yyebe;

4. He ncnonb3yn nyonunynbii WI-FI ons nepegaym nyMyHbIX AaHHbIX, HANPUMEpP ANd BbIXxoga B coumarnbHble
CETU UMW B SNEKTPOHHYIO MOYTY;

5. Vicnonb3yn Tonbko 3awmieHHoe coeguHeHune vepe3 HTTPS, a He HTTP, T.e. npu Habope Beb-agpeca
BBOAM MMeHHO "https://";

6. B mobunbHom TenedoHe oTkmoum gyHkumio "lMogkntovenne k Wi-Fi aBTomaTtuueckn". He ponyckan
aBTOMaTU4ECKOro noaknoyeHnsa yctponctea k cetam Wi-Fi 6e3 TBoero cornacusi.

CouuanbHble ceTn

CoumarnbHble CETU aKTUBHO BXOASIT B HALLy XM3Hb, MHOTVME noan paboTaltT M XMBYT Tam MOCTOSIHHO, a B
Facebook yxe 3apermctpupoBaH MUNNMapz 4YerioBeK, YTO SBNAETCS OLHOM CeAbMOW BCEX XUTENen MnaHeTbl.
MHorve nonb3oBaTeny He MOHMMAT, YTO MHGPOPMAaLMS, pasMeELLeHHass MU B COLMarbHbIX CETSX, MOXET OblTb
Ha|7|,u,eHa M ncnonb3oBaHa Kem yroaHo, B TOM 4ucrne He obs3aTenbHO ¢ bnarumm HaMepeHUaMN.

OcHoBHble coBeTbl Mo 6e30MacHOCTU B coLMarnbHbIX CETAX:

1. OrpaHunyb cnmcok gpysen. Y 1ebsi B py3bsx He AOSMKHO ObITb CryYalHbIX M HE3HAKOMBbIX NI0AEN;

2. 3awumuar cBOK YacTHYH XU3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, AaTy TBOEro poXaeHus 1
OPYryro NU4YHy0 MHopMauunio. 3NoyMbILLINEHHUKN MOTYT UCMOMNb30BaTh Aaxe MHAOPMALMIO O TOM, KaK Tbl 1 TBOU

poauTenn nnaHnpyeTe npoBeCTU KaHUKYIbI;

3. 3awmwan cBoto penyTauuio - 4epXu ee B YANCTOTE U 3agaBan cebe Bonpoc: xoten 6bl Thbl, YTOObI Apyrve
nonb3oBaTenu BUAENW, YTO Thl 3arpyxaelwwb? MNogyman, npexage Yem 4To-To onybnmkoBaTth, HAaNUcaTb U 3arpy3unThb;

4. Ecnu Tbl roBopuvilb C NnogbMu, KOTOPbIX HE 3HaeELllb, HE I/|CFIOJ'Ib3yIZ CBO€ pealibHOe UMA U OPYryro JTINYHYHO
I/IH(bOpMaLI,I/II/IZ NMA, MECTO XUTENbCTBA, MECTO yqe6b| n npo4yee;

5. U3beran pasmelueHusa cdotorpacdui B IHTepHeTe, rae Tbl n3o6pakeH Ha MEeCTHOCTU, MO KOTOPOW MOXHO
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onpenenintb TBOE MECTOMOJIOXKEHUNE;

6. MNpwn peructpaumm B coumanbHON ceTn HEOOXOAMMO MCMONb30BaThb CIIOXHbIE NAaponu, CoCcTosWmMe U3 Oyks
N uMdp M C KONMYECTBOM 3HAKOB HE MeHee 8;

7. na coumnanbHOM ceTun, NOYThbl K apyrnx canToB HEOOXOAMMO MCMOSb30BaTh pa3Hbie naposin. Torpa ecnn
Tebs B3nomatoT, To 3M10yMbILUNEHHUKM nony4aT AO0CTYN TOJIbKO K OHOMY MECTY, a HE BO BCe Cpaaly.

ONeKTPOHHbIe AeHbLIN

3HeKTp0HHbIe OEeHbIN - 3TO O4YeHb yﬂOﬁHblﬁ cnocob nnartexemn, oaHako CyLeCTBYHOT MOLUEHHUKN, KOTOpPbIE
XOTAT NMONYYUTb 3TU OEHbIN.

OneKTPOHHbIE AeHbIM MOSIBUIIMCL COBCEM HEAABHO M MMEHHO M3-3a 9TOr0 BO MHOMMX rocydapcTBax Ao CUX
Mop He NPOMICaHO NPO HUX B 3aKOHaX.

B Poccun xe oHu (byHKLIMOHI/IpyI'OT N 0 HUX yXe NnponncaHo B 3aKOHe, rae ux pasaendrT Ha HeCKOJIbKO
BWOOB - aHOHMMHblE N HE aHOHWMHble. PasHMua B TOM, YTO aHOHWUMHbLIE - 3TO Te, B KOTOpPbIX pa3pellaeTcA
npoBOAuUTbL onepauunn be3 I/I,El,eHTI/I(bVIKaLI,I/WI nonb3oBaTternid, a B HeaHOHUMHbIX Mﬂ,eHTI/I(bI/IKaLI,VIFI nonb3oBaTend
sBnsieTca 06s13aTEeNbHON.

Takke cnegyeT pasnuuaTb 93MEKTPOHHble dumaTHble OeHbrM (paBHbl FOCYAAPCTBEHHbLIM BanTam) U
3MNEKTPOHHbIE HedmaTHble AeHbrM (He paBHbl rOCY4apCTBEHHbIM BarnoTam).

OcHoBHbIe coBeTbl No 6e3onacHon pa60Te C ONEKTPOHHbIMN OEeHbramMmu:

1. MpuBSXKM K CHETY MOBUITbHBIN TeNedOH. ATO cambil yOO0OHbIN K BLICTPLIN CNOCO6 BOCCTAaHOBUTL AOCTYM K
cuety. lMpuBsA3aHHbLIN TenedoH NMOMOXET, ecnu 3alydellb CBOM MMaTeXHbIM Maposib WM 3andellb Ha CalT C
He3HaKoOMOro YCTPOMWCTBA;

2. Wcnonbayin ogHopasoBble naponu. lNMocne nepexoga Ha yCUIEHHYK aBTopusauuio Tebe yxe He bypet
yrpoxaTtb OMacHOCTb KpaXu Unun nepexasaTa nnaTexHoro napons;

3. Bbibepu cnoxHbin naponb. lNMpecTtynHukam OydeT He MpPOCTO yragaTb CIOXHbIA Maponb. HagexHble
naponu - 3To Naposin, KOTopble coaepKaT He MeHee 8 3HAKOB M BKIoYatoT B cebs CTPOYHbIE M MPONMCHbIE BYKBBI,
Undpbl U HECKONbKO CMMBOJSIOB, TakMe Kak 3Hak gonnapa, yHTa, BOoCKNMUaTenbHbIA 3HaK M T.n. Hanpumep,
$tRONg!;;

4. He BBOAW CBOW NMYHbIE AaHHbIE HA canTax, KOTOPbIM HE AOBEpAELLb.
aﬂeKTpOHHaﬂ noyTta

OneKTpoHHas Mno4yTa - 3TO TEXHONOrMMs U MPeAOoCTaBIisieMble €0 YCNyru Mo MNepecbiike M MNOMy4YeHuio
3MEKTPOHHbIX COOBLLEHNI, KOTOpble pacnpenensoTcs B KoMMbloTepHoM ceTh. OBbIMHO 3MEKTPOHHbLIN MOYTOBLIN
AWMK BbIMAOUT credylolmm obpa3oM: MMs_nosib3oBaTens@umsi_AoMeHa. Takke Kpome nepedadv MpocToro
TEKCTa, UMeeTCsl BO3MOXHOCTb NepeaaBatb aiinbl.

OcHoBHble coBeTbl No 6e3onacHon paboTe ¢ ANEKTPOHHOWN MOYTON:

1. Hago BbiOpaTb npaBunbHbIA MOYTOBLIA CepBUC. B MHTepHeTe ecTb OrpoMHbIA BbIOOp GecnnaTHbIX
MOYTOBbLIX CEPBMNCOB, OAHAKO Jyylle AOBEPATbL TEM, KOTO 3HAELUb U KTO NEPBLIN B PENTUHTE;

2. He ykasblBan B JIMYHOW MNOYTE JWNYHYK  WHopmaumo. Hanpumep, nydwe BbiGpaTb
"My3blkanbHbIvi_aHaTt@" unu "pok2013" Bmecto "tema13";

3. Vcnonbayin gByxaTtanHyto aBTopmaaLmio. ATO Korga NOMUMO Maposst HY>KHO BBOAMTL Ko, NpUCbiNnaemMbliii
no SMS;

4. Bbibepy CnoXHbIN naposb. [Nsi Kaxaoro NoYTOBOro siLMKa OOIMKEH ObiTb CBOM HAAEXHbIN, YCTONYMBBIV K
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B3M1IOMY Napornb;
5. Ecnn ecTb BO3MOXHOCTb HanmcaTb CaMOMY CBOW NIUYHbBIA BOMPOC, UCMOSb3Y 3TY BO3MOXHOCTb;

6. V|CI'IOJ'Ib3yIZ HECKOJ1bKO MOYTOBbLIX ALLUKOB. I'IepBb||7| Ans YacTHOM nepennckn ¢ agpecaramMmu, KOTOpbIM Tbl
aoBepdAellb. 310 SJ'IeKTpOHHbIIZ agpec He Haao ncnonb3oBaThb MNpuU perncTpaunn Ha cbopymax n canrax;

7. He oTkpbiBan thannbl N gpyrue BroOXeHUs B NUCbMax, Aaxke ecinv OHW NpULLINN OT TBOMX Apysen. Jlydwe
YTOYHM Y HUX, OTNPABIIANN N1 OHKU Tebe 3T annel;

8. Nocne okoH4YaHus paboTbl Ha MOYTOBOM CEPBUCE Nepen 3akpbITUEM BKIALKU C CANTOM He 3abyab HaxaTb
Ha "Bbintn".

KnbepO6ynnuHr unu BuptyanbHoe nsgeBarenbCTBO

KubepbynnuHr - npecnegoBaHue cOOOLLEHUsSMN, copepXKalumm ockopbrneHus, arpeccuio, 3anyruBaHue;
XYNUraHCTBO; coumarnbHoe O0MKOTUPOBAHME C MOMOLLbIO Pa3fMYHbIX UHTEPHET-CEPBUCOB.

OcHoBHble coBeThl No 6opbbe ¢ kMbepObynMHrom:

1. He 6pocanca B 6on. Jlyuwmin cnocob: nocoBeToBaTbCs Kak cebsi BECTU U, €CnN HET TOro, K KOMY MOXHO
06paTnTbCs, TO BHa4arne ycnokomTbesi. Ecnm Tbl Ha4Helw b 0TBeYaTb OCKOPONEHUSAMN Ha OCKOPOMEHUsl, TO TONbKO
elle 6onblue pasoxokellb KOHGIUKT;

2. YnpaBnan cBoen knbeppenyTtaumen;
3. AHOHUMHOCTb B CeTM MHMMas. CyLecTBYHOT CNOCOObI BbIICHUTb, KTO CTOUT 32 aHOHUMHbIM aKKayHTOM;

4. He cTonT BECTU XynuraHckui obpa3s BUPTYyanbHOWM XWU3HWU. VIHTEpPHET buKcupyeT BCe TBOM OEWCTBUS U
COXpaHsAeT ux. YaanuTb ux OyaeT KpanHe 3aTpyAHUTENBHO;

5. Cobniogan cBow BUPTYaribHYK YeCTb CMOJIOAY;

6. VrHopupyin eguHuYHbIA HeraTue. OaHOpasoBble OCKOPGUTENbHbIE COOGLUEHUS Nydlle WUrHopupoBaTb.
O6bIYHO arpeccusi NpekpallaeTcs Ha HayanbHOWN CTaanu;

7. baH arpeccopa. B nporpammax obmMeHa MrHOBEHHbIMU COOGLLEHUSIMU, B COLMANbHBIX CETSX eCTb
BO3MOXHOCTb GIIOKMPOBKM OTNPaBKM COOBLLEHWIA C OnpeaeneHHbIX aapecos;

8. Ecnu Tbl cBngeTens KM6ep6yJ'IJ'IVIHFa. Teou gencreus: BbICTYNUTb NPOTUB NpecnenoBaTtend, NokasaTb emy,
YTO ero AencTBMS OLEHMBAKOTCS HeraTUBHO, nogaepXatb KepTsy, KOTOpOl‘/'I HY>XHa ncuxonorndyeckasda nomMolLlb,
coobLWmnTL B3pPOCI1bIM O (baKTe arpeccmBHOro noBegeHmnda B ceTn.

Mo6unbHbIN TenedgoH
COBpeMeHHbIe CMapTCt)OHbI M NnaHweTbl coaepXaTt B cebe BnorHe BBpOCJ‘IbIVI beHKLLI/IOHaJ'l, n Tenepb OHU
MOryT KOHKypuMpoBaTb CO CTaUMOHapPHbIMMU KOMMNbOTEPAMU. O,D,HaKO, cpencTBs 3alnTbl Ana I'IO,D,OGHbIX yCTpOI7ICTB

NnokKa o4eHb MaJo. TeCTI/IPOBaHI/Ie M NMOUCK y5:|3BI/IMOCTeIZ B HUX NPOUCXOOUT HE TaK MHTEHCUBHO, KaK aAnA MK, To xe
camoe KacaeTcs U MOBUIbHbIX I'IpVIJ'IO)KEHVIVI.

CoBpeMeHHble MobOunbHble 6Gpay3epbl  YXe MNpPakTUYeCKM [OrHamm HacToNbHble aHanoru, OogHako
pacwmpeHne yHKLMOHana BrieyeT 3a cobom 60nbLIyH0 CMOXHOCTE U MEHbLLYIO 3aLLULLEHHOCTb.

[aneko He Bce npon3sognTeENIN BbIMYCKakOT obOHOBNEHNS, 3aKpbiBawWMe KpUTUHECKne yA3BUMOCTU AOnd
CBOUX YCTpOVICTB.

OcHoBHble coBeThbl A5t 6e30nacHOCTU MOBUITbHOro TenedoHa:

Hunyero He saBnseTtcs no-HacrtoALwemy OecnnaTtHbIM. Ey,D,b OCTOpOXeH, BeAb Korga Tebe npegnararoT
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GecnnaTHbIf KOHTEHT, B HEM MOoryTt ObITb CKPbITbl KakKne-TO niaTHbIe YCIyru;,

HOyman, npexge yem oTtnpaBuTb SMS, doTo unu Bnaeo. Tbl TOYHO 3HaeELb, rAe OHM OyayT B KOHEYHOM
utore?

Heobxoanmo 0OHOBNSATL ONEPaLMOHHYIO CUCTEMY TBOEro cMapTdOHa;
Mcnonbayit aHTMBUPYCHbIE NporpaMmbl Anst MOBUIbHbLIX TeNedoHOoB;

He 3arpyxaii npunoxeHusi OT HEW3BECTHOrO WCTOMHMKA, BeAb OHU MOFYT cofepXaTb BpeOoHOCHOe
nporpamMmMHoe obecneyeHue;

Mocne Toro Kak Thbl BbIRAELb C CalTa, r4e BBOAWUM NNYHYI0 MHOPMaLMio, 3aigm B HacTpoviku bpaysepa 1
yaanu cookies;

Mepuognyeckm NpoBepsn, kakne nnaTHble YCnyrn akTuBUpOBaHbl HA TBOEM HOMEPE;

[aBaii cBon Homep MOBUIbHOrO TenedoHa TOMbKO N0AAM, KOTOPbIX Tbl 3HAELLb U KOMY A0BEpSELLb;

Bluetooth gomkeH ObITb BbIKMOYEH, KOrga Tl UM He nonb3yelubcs. He 3abbiBat MHOrAa NnpoBepsThb 3TO.
Online urpsbl

CoBpeMeHHble OHMalH-Urpbl - 3TO KpacouHble, 3axBaTbiBalOLMe pasBrievyeHusi, 00beauHsoWwmMe COTHU
TbiCSM YerioBek no Bcemy mupy. Urpoku mnccrnegyoT AaHHbIM UM MUp, obLlalTca ApYyr C APYroM, BbIMOSHSOT
3aJaHusl, CPaXKalTCs C MOHCTPAMM M MOMNy4atoT ONbIT. 3a YAOBOMbCTBME OHW MAATAT: MOKYMNakoT ANCK, ONfavynsatoT
aBoHEeMeHT unu NprobpeTatoT KakmMe-To onLuum.

Bce atu cpenocrtea MOyt Ha nogaepXxaHume wu pas3Butue urpbl, a TaKxe Ha CcaMy ©e30nacHoOCTb:
COBEPLUESHCTBYHOTCA CUCTEMbI aBTOPU3aLUN, BbIMyCKaOTCA HOBble MaTtyn (Ll,l/l(prBbIe 3annaTtkm and nporpaMM),
3aKpbIBAKTCA yA3BMMOCTN CepBEPOB.

B nogo6HbIx nrpax CTouT onacatbCA He CTOJIbKO CBOMUX COMEPHUKOB, CKOJIbKO KpaXW TBOEro napond, Ha
KOTOpPOM OCHOBaHa cuctemMa aBtopusaumnm OonbLIMHCTBA nrp.

OcHoBHble coBeThbl N0 6e30MacHOCTM TBOErO MrpoBOro akkayHTa:

1. Ecnn gpyron urpok Beget cebsi nnoxo unm co3gaeTt 1ebe HenpusiTHOCTW, 3abrokMpyh ero B Crmcke
UrPOKOB;

2. I'Io>|<any|7|c;| agMUHUCTpaTopaM Urpbl Ha Nnoxoe noBegeHne 3TOro Urpoka, XenatesibHO MPUnoXnTb
KaKne-T1o goKasaTtesibCTBa B BUOE CKPUHOB;

3. He ykasbiBan nn4yHyo MHopmMaumio B npocpamne urpbl;
4. YBaxan Apyrmx y4acTHUKOB MO Urpe;

5. He yctaHaBnuBan HeodmumasnbHble NaTym U Mogbl;

6. cnonb3yi cnoxHble 1 pasHble naponu;

7. Oaxe BO BpemMA Urpbl He CTOUT OTKIKOYaTb aHTUBUPYC. Moka Tbl urpaellb, TBOM KOMMbOTEP MOryT
3apa3nTb.

DULIMHI UMK KpaXka NNYHbIX AaHHbIX

OOblYHOM Kpael [OeHer W [OOKYMEHTOB CErodHsl YXe HUKOro He YOMBUWb, HO C pasBUTUEM
WHTEPHET-TEXHOSIOMUIA 3MOYMBbILLINIEHHUKN NMEePeMeCcTUNMCb B MHTEPHET, U MPOAOIHKAT 3aHMMaTbes "NoGUMbIM"
OernomM.

KOHcyanaHTﬂnmc www.consultant.ru CrtpaHuua 9 u3 15

HageXHasi npaBoBas noaaepxka


http://www.consultant.ru/
http://www.consultant.ru/

<Mucemo> MuHobpHayku Poccuu ot 14.05.2018 N 08-1184
"O HanpasneHun nHdopmauum”
(BMecTe ¢ "MeToamyecknmmn pekomeHgaumusimm o...

[okymeHT npegocTtaBneH KoHcynbTaHTlnoc
[ata coxpaHeHnus: 06.06.2018

Tak nosiBunacb HoBas yrpo3a: MHTEPHET-MOLUEHHNYECTBA UNU (PULLMHF, rMaBHas Lenb KOTOPOro COCTOUT B
nony4yeHun KoHuaeHUnanbHbIX AaHHbIX Nonb3oBaTenen - norMHoB W naponen. Ha aHrnunckom 4asbike phishing
yntaeTcsa kak puwwmHr (ot fishing - peibHas noens, password - naponb).

OcHoBHble coBeTbl No 6opbbe ¢ PULLNHIOM:

1. Cneawn 3a ceoum adKKayHTOM. Ecnu Tbi noao3peBaellb, YTO TBOA aHKeTa Oblna B3floMaHa, To Heob6Xo0aANMO
3a6J'IOKI/IPOBaTb ee n coobwnTb agMUHUCTpaTopam pecypca 00 3TOM Kak MOXHO CKopee,

2. Nicnonb3yn 6e3onacHble BeO-calTbl, B TOM YACIE, UHTEPHET-Mara3nHoOB M NMOUCKOBLIX CUCTEM;

3. |/|CI'IOJ'Ib3yIZ CIOXHble U pa3Hble Mnaposin. Takum o6pa30M, ecnun 1ebs B3nomawT, TO 3J10yMbILUNTEHHUKN
nony4art gOoCTyn TOJ1IbKO K OHOMY TBOEMY ﬂpO(bI/IJ'IPO B CE€THN, a HE KO BCEM;

4. Ecnn Tebs B3nomanu, To He06X0AMMO NpeaynpeanTb BCEX CBOMX 3HAKOMbIX, KOTOpble fODaBMneHbl y Tebs
B Opy3bsiX, O TOM, 4TO Tebs B3nomanu 1, BO3MOXHO, OT TBOEro MMeHn ByaeT paccbinartbCs crnam U CCbIIKM Ha
ULINHroBbIE CanThl;

5. YcraHoBu HagexHbIi naponb (PIN) Ha MOGUNbHBIM TenedoH;
6. OTkItouM coxpaHeHne napons B Opaysepe;

7. He oTkpbiBan dannbl 1 Apyrne BNOXeHUs B MUCbMax, Aaxe eCnn OHW MPULLINK OT TBOUX Apysen. Jlydwe
YTOYHM Y HUX, OTNPABAANN N1 oHN Tebe aTn hanneol.

LndpoBas penyTtauus

LincbpoBas penytaums - 3T0 HeraTMBHas Unun No3nTMBHas MHpopmaums B ceTn o Tebe. KomnpomeTupytowwas
nHdopmaums, pasMmeLleHHas B MHTEPHETE, MOXET Cepbe3HbiM 06pa3oM OTPasvTbCH Ha TBOEW pearnbHON XKU3HW.
"Lincpposas penytauma” - ato TBON UMUK, KOTOPbIM hopMUpyeTca U3 nHpopmaumm o Tebe B MHTEPHeTE.

TBOE MeCTO XWUTENbCTBA, y‘-le6b|, TBOE (bI/IHaHCOBOG nonoxexHune, ocobeHHOCTH Xapaktepa M pacckasbl O
GrM3KKuX - BCe 3TO HaKannMBaeTCsl B CETU.

MHorne nogpocTkM NErkoMbICIIEHHO OTHOCATCA K nybrnukauum nuyHon wmHdopmauum B VIHTepHeTe, He
NMOHMMas BO3MOXHbIX NOCNeacTBUN. Thl faxe He CMOXeLlb JoraAaTtbCs 0 TOM, YTo hoTorpadusi, pasmeLleHHas 5
neT Hasag, cTana NpUYMHON OTKasa NpUHATL Tebs Ha paborTy.

KoMmmeHTapuu, pasmeLLeHmne TBoux dpoTorpadunin n gpyrme encTBms MOryT He MCYE3HYTb AaXke nocre Toro,
Kak Tbl X yganuwb. Tbl He 3Haellb, KTO COXpaHum 3Ty MHGOpMaumio, nonana M oHa B MOMCKOBbIE CUCTEMbI U
COXpaHunach fim oHa, a rmaBHoe: YTO nogymatoT 0 Tebe OKpyxatoLme noau, KOTopble HangyT v yBMaAT 3T0. Hantu
NHGOPMALMIO MHOTO fET CNyCTA CMOXeT fobon - kak 13 gobpbix NoBYKAEHUN, Tak N C HaMEpPEHNEM NPUYUHUTL
BpeA. ITO MOXET ObITb KTO YrogHO.

OcHOBHbIE COBETbI MO 3almTe UUpPoBON penyTaunm:
1. Mogyman, npexae Yyem 4YTo-To Ny6NMKoBaThb U NepefasaTth y cebsi B 6riore unu B counanbHOM CEeTH;

2. B HacTponkax npocung ycTaHOBW OrpaHWYeHUs Ha MPOCMOTP TBOEro Npoduns 1M ero COO4epPXXMMOro,
caenamn ero Tonbko "ans apysen";

3. He pasmeluali 1 He ykasbiBa MHGOOPMAaLMIO, KOTOpasti MOXKET KOro-rnmbo ockopbnaTb U odmxkathb.
ABTOpCKOE npaBo

CoBpeMeHHble LUKOSNbHUKM - aKTUBHbIE MOSIb3oBaTeNu LUMdpPOoBOro npoctpaHcTea. OgHaKo Aaneko He Bce
3HaKOT, YTO TMOMb30BaHME MHOTVIMU BO3MOXHOCTSIMM UMGPOBOro Mupa TpebyeT cobniogeHusi npaB Ha
WHTENNeKTyasnbHyl0 COGCTBEHHOCTb.
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TepMI/IH "I/IHTeJ'U'IeKTyaJ'IbHaﬂ cobCTBEHHOCTL" OTHOCUTCA K pa3nnyHbIM TBOPEHUAM 4erioBedYeckoro yma,
Ha4ynHaa C HOBbIX I/I306peTeHl/IIZ N 3HAKOB, 0603HaYaKLMX COOCTBEHHOCTb Ha NpPOAYKTbl U yCInyru, n 3akaH4nBas
KHUramum, (bOTOFpa(bVIﬂMVI, KVIHOd)VIJ'IbMaMVI N My3blKalibHbIMU NPON3BEAEHNAMMWN.

ABTOpCKME MpaBa - 3TO NpaBa Ha MHTENNEKTyanbHyl0 COGCTBEHHOCTb Ha NMPOU3BEAEHMS Hayku, NuTepaTyphbl
1 UckyccTBa. ABTOPCKME MpaBa BbICTYNAalT B Ka4eCTBE rapaHTuM TOro, YTO MHTENeKTyarbHbIN/TBOPYECKUIA Tpya
aBTopa He GyaeT HanpacHbIM, 4acT eMy cripaBesiMBble BO3MOXHOCTY 3apaboTaTh Ha pesynbTaTax CBOero Tpyaa,
MoNy4nTb W3BECTHOCTb M nNpu3HaHue. HukTo 6e3 paspelleHuss aBTopa He MOXeT BOCMPOU3BOAUTL €ro
npov3BefeHue, pacrnpoCcTpaHsTe, Ny6nMYHO AEMOHCTPUMpPOBaTh, NpodaBaTb, UMMNOPTUPOBATL, NyckaTb B Mpokar,
ny6nMYHO MCMONHATb, NOKa3blBaTb/UCMONHATL B 3hMpe unm pasmellatb B MIHTepHeTe.

Mcnonb3oBaHne "nupartckoro” nporpammMHoOro obecnevyeHmst MOXeT NPUBECTU K MHOTMM pUcKam: OT noTepu
OaHHbIX K TBOMM akkayHTam o GrOKMpOBKM TBOEro YCTPOWCTBA, rAe yCTaHOBMeHa HeneranbHas nporpamma. He
CTOUT TakKxe 386bIBaTb, YTO CYLLUECTBYIOT JieraribHble 1 OecnnaTHble nporpamMmbl, KOTOpble MOXHO HaWTK B CETU.

O nopTtane

CeTeBMYOK.pdd - TBOM [MaBHbIi COBETYMK B CeTW. 34ecCb Tbl MOXelWb y3HaTb O Ges30nacHocTM B CeTu
MOHATHBIM M JOCTYMHLIM SI3bIKOM, @ MPU BO3HUKHOBEHMWN KPUTUYECKON CUTYaLIMN 0BpaTUTLCS 3a COBETOM. A Takke
MPUHATL y4acTMe B KOHKYpCax U cTaTb CambiM LMDPOBbLIM rpaxaaHuHoM!

MpunoxeHne N 3

NAMSATKA Onsi POOUTENEN OB MHOOPMALIMOHHOW BE3ONACHOCTU AETEN

OnpeneneHne TepMmnHa "nHdopMaLmMoHHasa Ge3onacHocTb aetel" cogepxutcsa B PenepansHom 3akoHe N
436-903 "O zawwute geten OT MHPOPMaLMK, NPUUUHAIOLEN Bped WX 340POBbI0 U PasBUTUIO", perynupyoLmnm
OTHOLLEHMS, CBSI3aHHbIE C 3alMTON AeTel OT MHpopMaLun, NPUUMHSIOLLEN BPes NX 300POBbLI0 U (UNK) pasBUTUIO.
CornacHo gaHHOMY 3akoHy "MHdopMauuoHHas Ge3onacHOCTb AeTer” - 3TO COCTOsIHME 3allULLEHHOCTW, Mpu
KOTOPOM OTCYTCTBYET PUCK, CBA3AHHBIN C NpUYNHEHNEM MHOPMaLMEn Bpeaa nx 340pOBbI0 1 (UNn) unsnyeckomy,
NCUXMYECKOMY, YXOBHOMY, HDABCTBEHHOMY Pa3BUTUIO.

B cuny ®epepansHoro 3akoHa N 436-®3 uHdopmaumen, NpudmHaoLLE Bped 300POBbi0 U (MnK) pasBuUTuio
aeten, asnsaetcs:

1. HbopMaLms, 3anpeLleHHas s pacnpocTpaHeHns cpeav AeTen;

2. vHdopMauusd, pacnpocTpaHeHWe KOTOpPOM OrpaHMyeHO Ccpeau AeTen OonpederieHHbIX BO3pPacTHbIX
KaTeropun.

3. K uHpopmaumm, 3anpeLLeHHon ans pacnpocTpaHeHust cpeaun AeTen, OTHOCUTCA:

4. nHpopmaums, nobyxgatollasi AeTel K COBEPLUEHUIO AEWCTBUI, MPEACTaBMSOWNX Yrpo3y UX XKU3HU U
(vnn) 300pOBbIO, B T.4. MPUYMHEHMIO Bpeda CBOEMY 340POBbLI0, CaMOyOMNCTBY;

5. cnocobHOCTb BbI3BATL y neTen xenaHve yn0Tpe6|/|Tb HapKoTn4yeckne cpeacrtBa, NCUXOTPOrNHbIe U (I/Iﬂl/l)
odypMaHuBawLwime Beulecrtsa, TabauyHble n3genus, allkoOroJibHyt0 U cnmpTocoepXallyo npoaykuuio, nmBo U
HannMTKn, mn3rotaBiiMBaemMbleé Ha €ro OCHOBE,; MNPUHATb y4YaCTue B a3apTHbIX Urpax, 3aHMMaTbCA I'IpOCTMTyLI,VIeIZ,
6p0ﬂ,ﬂ)KHl/|‘-IeCTBOM mnnn ﬂOﬂpOLuaVIHVI‘-IeCTBOM;

6. obocHoBbIBalLWas wunu onpasgbiBaowad [OMNYCTUMOCTb Hacunusa W (MnM) SKEeCTOKOCTU  nMbo
nobyxaatoLas ocyLeCTBNATb HACUNbCTBEHHbIE OENCTBUSA MO OTHOLLEHUIO K NIOASM U XKUBOTHbIM;

7. oTpuuawLiada ceMelHble LIEHHOCTU U (bOle/IpytOLlJ,aﬂ HeyBaXeHne K pogutendam u (I/IJ'II/I) OPYruMm 4rneHam
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ceMmby;
8. onpaBabiBatoLLlasi NPOTUBONPAaBHOE NOBEAEHME;
9. cogepxalyasi HeLeH3ypHyto BpaHb;
10. cogepxaLlasa nHpopMaLmio NOpPHOrpan4ecKoro xapakrepa.

K uvHgopMauuu, pacnpocTpaHeHWe KOTOpOW oOrpaHuyeHo cpeau [eTeil OnpedeneHHoro Bo3pacTa,
oTHOCUTCS:

1. MH(*)OpMaLI,I/IFI, npencraBndaemMas B snae M306pa)KeHVIﬂ UM onmcaHunsa XeCTtoKOoCTH, (bVI3VI‘-IeCKOFO n (I/IJ'II/I)
NCUXNYECKOro Hacunu4, npectynneHnda nnn NHoro aHTUOOLLIECTBEHHOIO AENCTBUS;

2. BbI3blBaOWAA y AeTen CTpax, yXaC Wnu naHuky, B T.4. NpeacTtaBndemMas B Buae M300paxeHus wnm
ONMcCaHUs B YHWXaKLWen YenoBeyeckoe [AOCTOMHCTBO (POpPME HeHacWunbCTBEHHOW cMepTw, 3abonesaHus,
camoybuincTea, Hec4HacTHOro cryyas, aBapum nnu katactpodbl 1 (Mnn) nx NOCNeACTBUN;

3. npeactaBnsemMas B BuAe W300paXeHUs WM OMUCAHWUSI MOSIOBbIX OTHOLUEHUA MEXZY MY>XYMHON 1
>KEHLUMHOWN;

4. copepxallas 6paHHble CrnoBa U BbIpaXeHNs, He OTHOCALLMECH K HELLeH3ypHON BpaHu.

C y4eTOM 3TOro Bam npepnararTca npasuna pa60TbI B CeTun MHTepHeT ana pasfnindHbiX BO3PaCTHbIX
KaTerOpVIVI, cobntogeHne KOTOPBbIX MO3BOJINT obecneuntb I/IH(bOpMaLI,I/IOHHYPO Ge3onacHOCTb BalluX geTen.

O6wme npaBuna ans pogurenen

1. HesaBucumo oT Bo3pacTta pebeHka Mcrnosb3yinTe nporpaMmMHoe obecriedyeHve, nomoratollee punbTpoBaThb
1 KOHTPONMPOBaTb MHAOPMALIMIO, HO He MornaraTech NMofHOCTbI0 Ha Hero. Balle BHUMaHWe K peBGeHKy - rmaBHbIi
MeTO[ 3aLLMUThI.

2. Ecnn Baw pebeHOK MMeeT akkayHT Ha ofHOM M3 coumanbHbix cepsucoB (LivedJournal, blogs.mail.ru,
vkontakte.ru n T.n.), BHUMATENbLHO N3y4nTE, Kakylo MHPOPMaLMIO NOMELLAIOT €ro y4acTHUKU B CBOUX NPodunax u
6riorax, Bknoyas chotorpadun 1 Buaeo.

3. lMpoBepbTe, C KakMMU OpyrMMy caWTamu CBsi3aH couumanbHbii cepBuc Bawero pebenka. CTpaHuuku
Bawero pebeHka moryT ObiTb 6e30MacHbIMU, HO MOTYT M COAEPKaTb CCbISIKN Ha HeXXenaTernbHble 1 OMacHble CanThbl
(Hanpumep, NOpHOCANT, UM CalT, Ha KOTOPOM APYr YNOMMUHAeT HOMep COTOBOro TeredoHa Bawlero pebeHka nnu
Baw pomalwwHui agpec)

4. Moowpsinte Bawmnx geten coobwatb 060 BCEM CTPaHHOM WUIM OTTasNKMBAOLWEM N HE CIIMLIKOM OCTPO
pearnpynTte, Koraa oHuW 37O AenaroT (M3-3a onaceHus NoTepsiTb A0CTYN K NHTepHeTy AeTu He roBOpST poanTensim
0 npobnemax, a Takke MOryT Ha4yaTb UCMONb30BaTh VIHTEPHET BHE JOMa U LUKOSbI).

5. byabTe B Kypce ceTeBoN xM3HN Bawero pebeHka. MIHTepecynTech, KTo ux Apy3bs B MIHTEpPHET Tak Xe, Kak
NHTEepecyeTechb pearbHbIMU OPY3bSAMM.

BospacTt o1 7 go 8 net

B WNHTepHeTe pebeHOK cTapaeTcs MOCeTUTb Te UIM MHble CalTbl, @ BO3MOXHO W 4YaTbl, paspelleHre Ha
nocelleHne KOTOpbIX OH He nonyyun Obl oT poautenen. NosTomy poautTensm OCOOEeHHO nonesHbl OyayT Te
OTYyeTbl, KOTOpble MPEeAoCTaBMATCA MporpaMMaMn MO  OrPaHMYEHU0  UCMoNb3oBaHus VIHTepHeTa, T.e.
PoouTtenbcknii KOHTPOMb UK TO, YTO Bbl CMOXETE yBUAETb BO BPEMEHHLIX havinax. B pesynbTarte, y pebeHka He
OydeT OwyLleHns, YTO 3a HUM BeAETCH MOCTOSIHHbIA KOHTPONb, OAHAaKo, poautTenun 6yaoyT no-npexHemy 3HaTb,
Kakme canTbl nocewaet ux pebeHok. [leTu B AaHHOM Bo3pacTte obnagatT CUMbHbIM YYBCTBOM CEMbMW, OHU
OOBEpUYMBbl U HE COMHeBawTCca B aBToputeTax. OHM nobAT urpaTb B ceTeBble Urpbl U MyTeLecTBOBaTb MO
UHTepHeTy, UCNonb3ys 3NEeKTPOHHYIO MOYTY, 3aX0AUTb Ha CalTbl K YaTbl, HE PEKOMEHAOBaHHbIE POAUTENSMMU.
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CoBeThbl No 6e3onacHocTh B ceTn MIHTepHeT ansa aeten 7 - 8 net

1. Cospganite cnucok AOMaLLHUX MpaBuil nocelleHus VIHTepHeTa npu yyacTum getern u TpebyihTte ero
BbINOMHEHWS.

2. Tpe6y|7|Te oT Bawero pe6eH|<a cobntoaeHns BPEeMEHHbIX HOPM HaxoXaeHna 3a KOMMbTEPOM. Mokaxunte
p866HKy, yTo Bbl HAabNogaeTe 3a HUM He NOTOMY 4TO Bam ato xouetcs, a NOTOMY 4TO Bbl 6ecnokonTech 0 ero
Ge3onacHOCTU 1 BCceraa rotosbl €My NOMOMb.

3. KomnbloTep ¢ nogknoyeHnem Kk MIHTEpHETY OOIMKEH HaxXOAWUTbCS B OOLIEN KOMHATe Nog MpUCMOTPOM
poaouTenen.

4. |/|CI'IOJ'Ib3yﬁTe cneunarnbHble OeTCK1Ue NoNCcKoBble MAaLUNHbI.

5. Wcnonbsyinte cpeactBa OnokMpoBaHWS HeXernaTernbHOro KOHTEHTa Kak AOMOSIHEHME K CTaHOapTHOMY
PoantenbckoMy KOHTPOSHO.

6. Co3fnainte ceMenHblli NEKTPOHHbIN SLKK, YTODbI HE NO3BONUTL AETSAM UMEeTb COBCTBEHHbIE adpeca.

7. Brnokunpyinte gocTyn Kk caWtam ¢ 6ecnnaTHbIMM NOYTOBLIMU SLLMKAMU C MOMOLLBIO COOTBETCTBYHOLLENO
NporpaMMHOro obecneyeHusl.

8. Mpuyunte geten coseToBaTbCs ¢ Bamu nepea onybnukoBaHvem kakon-nnbo vHgopmauun cpegcrsamm
3NEKTPOHHOW MOYThI, YaTOB, PErMCTPaLMOHHBLIX POPM 1 NpocUNen.

9. Hayunte geTelt He 3arpyxaTtb hannbl, IporpaMMbl NN My3biKy 6e3 Ballero cornacus.
10. He paspeluante getsiMm ncnosnb3oBaTth CryXObl MTHOBEHHOro o6MeHa coobLeHnaMu.

11. B "Genbit" cnucok carToB, paspelleHHbIX O5s1 MOCELleHUsl, BHOCUTE TONbKO CaWTbl C XOpOLUeWn
penyTaunen.

12. He 3abbiBanTe 6ecenoBatb ¢ AeTbMU 00 ux apy3bsix B IHTepHeTe, Kak ecniv 6bl peyb LWinia o Apy3bsx B
peanbHOW XU3HW.

13. He pgenaiite "taby" 13 BONpOCOB MOSIOBON >WU3HW, TaK Kak B IHTEpHETE AeTU MOTyT NErko HaTKHYTbCSA Ha
nopHorpaduio Unn cantbl "ans B3pocnbIX".

14. MpwnyunTe Bawero pebeHka coobwaTb Bam O NOOLIX yrpo3ax unm TpeBorax, CBA3aHHbIX ¢ MHTepHeToM.
OcTaBaviTecb CMOKOWHBIMU U HAaNOMHUTE OETAM, YTO OHM B GE30MacHOCTM, ecrnv caMu pacckasanu Bam O CBOUX
Tpesorax. [oxsanuTe Nx 1 NOCOBETYNTE NOJOWTK eLle pa3 B NOAOBHbIX CriyYasx.

BospacT geten ot 9 no 12 ner

B paHHOM BO3pacTe AeTu, Kak npaBuMo, yXe HacnbiWwaHbl O TOM, Kakas WHgopMauus cylwlectByeT B
UuTtepHeTe. CoBEPLUEHHO HOPMAnbHO, YTO OHU XOTHAT 3TO YBWAETb, MPOYECTb, yCnbiwatb. [1py 3TOM HYXHO
MOMHUTb, YTO AOCTYN K HexenaTenbHbIM MaTepuanam MOXHO rnerko 3abnokvpoBaTb Mpu MOMOLM CPeacTB
Poantenbckoro KOHTPOssi.

CoBeTbl No 6e3onacHocT Anga geten ot 9 oo 12 net

1. CospganTe cnUCOK OOMalUHWX MpaBun noceweHnsa WHTepHeT npu yyactum peten n Tpebynte ero
BbINOMHEHWS.

2. TpebywnTte ot Bawero pebeHka cobrnofeHns HOpPM HaxoXaeHUS 32 KOMMNbIOTEPOM.

3. Habnropgainte 3a pebeHkoM npu paboTe 3a KOMMbIOTEPOM, MOKaXuTe emy, 4yTo Bbl GecrnokonTech O ero
6e30MacHOCTM 1 BCerga roToBbl Oka3aTb €My MOMOLLb.
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4. KomnbloTep ¢ nogkntoveHneM B MHTEpHET OOImKeH HaxoauTbcs B 0OOLWEeN koMHate noAd NpUCMOTPOM
poavTenen.

5. Wcnonb3ynte cpepctesa GrnokMpoBaHUA HeXenaTenbHOro KOHTEHTa Kak AOMOMHeHWe K CTaHOapTHOMY
PoauTtensckomy KOHTPOTSHO.

6. He 3abbiBaiiTe NpuHUMaTh HEMOCpPedCTBEHHOE yyacTue B XMU3HU pebeHka, 6eceqoBaTtb ¢ AETbMU 06 UX
Apy3bsix B IHTepHeTe.

7. HactamnBaiite, 4TOObI E€TU HUKOTAA HE cornawlanncb Ha NMYHbIe BCTPEYM C APY3bsiMUu Mo NHTEpPHETY.
8. Mo3Bonante geTsaM 3axoauTb TOMNbKO Ha canThbl U3 "Genoro” cnucka, KOTopkI co3aanTe BMECTE C HAMMU.

9. lMNMpuyunTte geTen HUKOrga He BbldaBaTb NIMYHYIO MHAOPMALMIO CpeacTBaMu SMEKTPOHHOW MOYTbI, YaToB,
CUCTEM MIHOBEHHOrO 0bMeHa coobLLEeHNSIMU, PEMMCTPALMOHHBIX (POPM, JINYHBIX MPOUMIEN N NPYU perncTpaumm Ha
KOHKYpCbl B VIHTEpHeTe.

10. MNpuyynte geten He 3arpyxaTb nporpammbl 6e3 Baluero paspelueHus. OGbACHUTE UM, YTO OHW MOTYT
Cny4anHo 3arpy3vTb BUPYCbl UK OPYrOe HexenaTtenbHoe nporpaMMHoe obecneveHue.

11. Cospgante Bawemy pebeHKy orpaHMYEeHHYH0 YY4ETHYI0 3anuch Ans paboTbl Ha KOMMbIOTEPE.

12. MNpwuyyunte Bawero pebeHka coobliaTs BamM 0 NiOBbIX yrpo3ax Unu Tpesorax, CBA3aHHbIX ¢ MIHTepHeToM.
HanomHuTe getsam, 4To oHu B 6e30nacHOCTU, eCnn camm pacckasany BaMm O CBOWX TPeBOrax 1 ornaceHumsix.

13. Pacckaxute getsm o nopHorpadgum B IHTepHeTe.

14. HactamBanTe Ha TOM, 4YTOObI A€TW NpeaoCcTaBnsanM Bam JOCTYN K CBOEN 3MIEKTPOHHON noyTe, YTobbl Bbl
ybeannucb, YTo OHM He OOLLA0TCA C HE3HAKOMLIaAMM.

15. OBbACHUTE OETAM, YTO HEMb3S UCMOMNbL30BaATh CEThb NS XYNUraHCTBa, PacnpoOCTPaHEHUsI CNeTEH Unn
yrpos.

BospacT geteit ot 13 go 17 net

B aToM Bo3pacTe NoApoCTKM aKTUBHO MCMOSb3YIOT NMOUCKOBbLIE MalUWHbI, NOMb3YOTCA 3NEKTPOHHON NOYTOMN,
cnyx6amMu MrHOBEHHOro oOMeHa COOGLLEHUSIMU, CKauMBaloT My3blky M dUbMbl. Manbyvkam B 3TOM BO3pacTe
Gonblie Mo HpaBy CMeTaTb BCE OrPaHWYEHUsl, OHW XaxayT rpyboro toMopa, asapTHbIX WIp, KapTUMHOK "Ons
B3pocnbix". [eBoyku npednoynTaloT obwaTtbCs B 4aTtax, NMpu 3TOM OHM ropasdo 6Goree 4YyBCTBUTENbHbI K
cekcyasbHbIM JoMoraTenbcTBam B VIHTEpHeTE.

3avacTylo B JaHHOM BO3pacTe pOoAMTENsM yXe BeCbMa CIOXHO KOHTPONMpOBaTb CBOMX AeTew, Tak Kak 0b
MHTepHeTe OHM yxe 3HalT 3HauMTenbHO Gonblue CBOMX poauTenen. Tem He MeHee, He OTnyckawTe AeTew B
"cBoOOAHOE nnaBaHue" no NHTepHeTy. CTapanteck akTUBHO y4acTBOBaTh B 06LeHUN pebeHka B MIHTepHeTe.

BaxHo no-mpexHemy cTporo cobniogatb npaBuna WMHTepHeT-6e30nacHOCTM - corfalleHne Mexay
poaunTenamm u geteMu. Kpome Toro, HeoGXOOUMO Kak MOXHO 4Yalle NpocMaTpuBaTb OTYETbl O AEATENbHOCTM
aeten B VHTepHeTe. CrnegyeT obpaTnTb BHMMaHMe Ha HEOOXOAMMOCTb COAEPKaHWs POOUTENbCKUX Maponen
(naponer agMMHUCTPATOPOB) B CTPOIOM CeKpeTe U 00paTUTb BHUMaHME Ha CTPOroCTb 3TUX Naponen.

CoBeTbl No 6e3onacHocTM B 9TOM Bo3pacTe oT 13 go 17 net

1. CosfainTe cnNMCOK AOMAaLUHWX NpaBun nocelueHnss MIHTepHeTa npu ydactum NOApOCTKOB U TpebyiTe
6e3ycnoBHOro ero BbiNonHeHUst. O6roBopuTe ¢ pebeHKOM CMUCOK 3anpeLLeHHbIX cakToB ("YepHblid cnncok"), Yachl
paboTbl B IHTEpHETE, pYKOBOACTBO MO 00LWEeHno B IHTepHeTe (B TOM Ymncre B YaTax).

2. KomnbloTep ¢ NogknoYeHnem Kk cetm NHTepHeT AoMmKeH HaxoamTbCs B 0BLLen KOMHaTe.

3. He 3aGbiBaiiTe GecenoBaTb C AeTbMM 00 UX Apy3bsX B MHTepHeTe, O TOM, YEM OHM 3aHATbI TaKUM
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obpasom, GyaTo peyb MOET O OAPY3bsX B pearbHOi XMU3HW. CnpaluvBaiiTe o NIOAAX, C KOTOPbIMK AeTu obLiaTcs
nocpeacTBoM Crny6 MrHOBEHHOro o6MeHa coobLLeHVsAIMM, YTOObI yoeanTbes, YTO 3T Ntoan UM 3HAKOMBI.

4. Wcnonb3ynTte cpeactBa GNOKMPOBaHWS HexenaTenbHOro KOHTEHTa Kak AOMOMHeHWe K CTaHOapTHOMY
PoauTtensckomy KOHTPOTSHO.

5. HeobxoaMmo 3HaTb, KakMMy YaTamu NoJib3yrHTCA Bawun pgetw. |_|OOLLI,pF|I7ITe ncnosjib3oBaHune
MogepupyemMblix HaToB U HacTauBanTe, YToObl 4eTK He obLiannch B NPpUBaTHOM peEXNME.

6. HactanBaiite Ha TOM, YTOObI €T HMKOTAA HE BCTPEeYanuch JIMYHO C ApY3bsMU U3 CETU VIHTEpHET.

7. Mpuyunte OeTelt He BbiAaBaTb CBOK NUYHYI0 MHAOPMALMIO CPeACTBAMM SNEKTPOHHOW MOYThI, 4YaToB,
CMCTeM MIHOBEHHOTO 06MeHa COOBLLIEHNAMM, PerncTpaLMoHHbIX hOpPM, NIUYHBLIX NPodUnein 1 NpyU perucTpauum Ha
KOHKYpCbl B VIHTepHeTe.

8. Mpunyunte pgeten He 3arpyxaTb nporpammbl 6e3 Bawero paspeweHus. OOGbACHUTE MM, YTO OHM MOTYT
Crny4YanHo 3arpy3vTb BUPYCbl UK OPYroe HexenaTtenbHoe nporpaMmmHoe obecnedeHve.

9. MpuyunTte Bawero pe6eHka coobLlaTe Bam O NOObIX yrpo3ax Unu TpeBorax, CBA3aHHbIX ¢ MIHTepHeToM.
HanomHuTe geTam, 4yTo OHM B Ge30MacHOCTU, ecrnM caMu paccka3anu Bam, O CBOMX Yrpo3ax WM TpeBorax.
MoxBanuTe NX U NOCOBETYINTE NOAOUTY eLle pa3 B NOAOBHbLIX CriyyasX.

10. Pacckaxute getsm o nopHorpacdum B WHTepHeTe. [lomormte mMm 3awmututbes OT cnama. Hayuute
NMoApoOCTKOB He BbigasBatb B WHTepHeTe cCBoOero pearnbHOro SMekTPOHHOro ajpeca, He OTBevYaTb Ha
HexenaTenbHble NMCbMa U UCMOMb30BaTh creumanbHble NOYToBble PUNBTPLI.

11. any‘-II/ITe cebsi 3HaKOMUTLCS C canTamu, KOTOpble noceLarT NogpPOCTKN.

12. Hayunte geten yBaxaTb OpYyrux B UHTEPHETE. YOeauTechb, YTO OHM 3HAKT O TOM, YTO MpaBusia XopoLUero
noBedeHns OEWCTBYIOT Be3ae - AaXe B BUPTyarbHOM MUpE.

13. OObBbSACHUTE [OeTaAM, YTO HU B KOEM Ccny4yae Henb3d WUcnonb3oBaTb Cetb ans XynuraHcTtBea,
pacnpocCTpaHeHua cnneTteH unn yrpo3 Apyrum noaam.

14. Obcyonte ¢ nogpocTkamMu MpobrieMbl CETEBbLIX a3apTHBIX UIP U UX BO3MOXHbIA pUCK. HanomMHuTe, 4To
OEeTW He MOTYyT UrpaTb B 3TV UIrPbl COTNACHO 3aKOHY.

MocTosIHHO KOHTPONMpyMTe ucnonb3oBaHue VHTepHeTa Bawum pebeHkom! OTo He HapyLIeHNE ero JIMYHOro
NpOCTPaHCTBa, a Mepa NpegoCTOPOXHOCTU M NposiBneHne Ballelh poantenbcko 0TBETCTBEHHOCTM U 3a00Thl.
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